Abstract
Introduction
Watermarking (data hiding) [1] [2] [3] is a method in which we are going to embedding information into a multimedia component such as image, video or audio. This embedded information may later be detected in or extracted from the multimedia for safety purposes. A watermarking algorithm invented of the watermark structure, an embedding and a finding or extraction algorithm. Watermarks can be embedded in the transform domain or a pixel domain. In multimedia system, embedded watermarks ought not to be visible, robust, and have a high capability [4] . Invisibility adduce to the degree of distortion made by the watermark in image and its affect on the listeners or viewers. Robustness is the conflict of an embedded watermark against intentional attacks, and ordinary A/V processes such as noise, filtering, re-sampling, rotation, cropping, scaling, and lossy compression. Capacity is the total of information that can be represented by an embedded watermark. The techniques used in still images for watermarking include least-significant bit encoding, transform techniques, basic M-sequence, and image-adaptive techniques [5] .
Classification of Watermarking
Some of the important types of watermarking based on different watermarks [6] are given below:
A. Visible Watermarks
Visible watermarks are an addition of the concept of logos. Such watermarks are applicable to images only. These logos are inlaid into the image but they are transparent. Such watermarks cannot be eliminated by cropping the middle piece of the image.
Applications and Requirement of Invisible Watermarking
As previously stated, watermarking can be really useful in several areas of interest involving digital images. Some applications of invisible watermarks are listed hereto [7] ;
A. Fingerprinting
In order to mark out the starting place of illegal copies the owner can embed different watermarking keys in the copies that are supplied to different customer. For the owner, embedding a unique serial number-like watermark is a good way to identify customers who break their license agreement by copying the protected information and providing it to a third party.
B. Copyright Protection & Owner Identification
To protect its intellectual property, the data owner can embed a watermark representing copyright information of his data. This application can be a truly cooperative tool in settling copyright quarrels in court. It is probably the most broadly increase use of digital images watermarking and it is also the application we have worked on in the present project.
C. Broadcast Monitoring
In order to help the automated identification of transmitted programs, original watermarks can be inserted in any type of information to be broadly broadcasted on a network.
D. Copy Protection
The watermarked data can directly control digital recording machine. The embedded key can represent a copy-permission bit stream that is detected by the recording machine which then make a decision if the copying process should go on (allowed) or not (prohibited).
E. Data Authentication
Fragile watermark is used to identify any altered form of an image or any other kind of information. If the watermark is identified, the information is authentic, if not, the information has been altered and cannot be considered.
F. Data Hiding (Covert Communications)
The communication of covert information is maybe one of the primary uses of watermarking. As one would maybe have previously understood, it consists of inserting a planned message into an innocuous one in a way that would keep away from any unauthorized one to recognize it.
G. Medical Safety
Embedding the date and patient's name in medical images could enhance the secrecy of medical data with the protection. From the applications mentioned above, one can divide watermarks in two different types:
1. Robust, for the first four applications and 2. Fragile for the last three.
Digital Watermarking Techniques
Digital image watermarking schemes mainly fall into two broad categories: Spatialdomain and Frequency-domain techniques [8] .
A. Spatial Domain Techniques 1) Least-Significant Bit (LSB)
The initial job of digital image watermarking methods embeds watermarks in the LSB of the pixels. Given an image with pixels, and each pixel being represented by an 8-bit sequence, the watermarks are embedded in the very last (i.e., least significant), bit, of selected pixels of the image. This method is simple to implement and does not produce serious alteration to the image; however, it is not very strong against attacks. For example, a hacker could simply randomize all LSBs, which efficiently destroys the secret data.
2) SSM-Modulation-Based Technique
In Spread-spectrum methods energy produced at one or more discrete frequencies is intentionally distributed in time or frequency domains. This is done for a number of reasons, including the establishment of safe communications, increasing conflict to natural interfering and blocking, and to avoid discovery. When applied to the context of image watermarking, SSM based watermarking algorithms embed information by linearly merging the original image with a small simulated noise signal that is modulated by the embedded watermark. DCT represents data in terms of frequency space rather than an amplitude space. This is helpful because that corresponds more to the way persons identify light, so that the part that are not perceived can be identified and thrown away. DCT based watermarking techniques are robust compared to spatial domain techniques. Such algorithms are robust against simple image processing operations like low pass filtering, brightness and contrast adjustment, blurring etc. However, they are not easy to implement and are computationally more costly.
2) Discrete Wavelet Transform (Dwt)
Wavelet domain is a secure domain for watermark embedding. Wavelet has reference to to tiny waves. Discrete Wavelet Transform is based on tiny waves of limited period and unstable frequency [3] . This is a frequency domain technique in which firstly original image is transformed into frequency domain and then its frequency coefficients are modified in accordance with the transformed coefficients of the watermark and watermarked image is obtained which is very much robust. DWT decomposes image hierarchically, providing both frequency and spatial description of the image [4] . It decompose an image in mainly three spatial directions i.e., horizontal, diagonal and vertical in result separating the image into four different components that is Low_Low, High_Low, Low_High and High_High. Here first letter refers to applying either low pass frequency process or high pass frequency operation to the rows and the second letter refers to the filter applied to the columns of the original image [5] .
1. Low_Low level is the lowest resolution level which consists of the approximation part of the original image, 2. And three levels i.e. High_Low, Low_High, High_High present the complete information of the original image.
For second level of decomposition any one sub-band is chosen and is further decomposed into four levels. Maximum the level of decomposition, maximum will be the strength of the watermarked image. At every level of decomposition, the magnitude of DWT coefficients is bigger in lower bands (Low_Low), and is smaller in other three bands (Low_High, High_Low, and High_High). Larger magnitude of wavelet coefficients shows their higher significance in comparison with the wavelet coefficients of smaller magnitude [9] . HVS (Human Visual System) is extra sensitive to the low frequency parts (the Low_Low sub-band), so watermark is first located in other three sub-bands to maintain the quality of original image. 
Attacks on Watermarks
There are several kinds of attacks, some of them given below [7] :
A. Active Attacks
In active attack the hackers try to eliminate the watermark or make it invisible. This is a large problem in fingerprinting, copy control or copyright protection.
B. Passive Attacks
Here, the attacker is not trying to eliminate the watermark but simply trying to find out if a specified mark is present or not. As the reader must know, security against passive attacks is of the most importance in secret communications where the simple information of the existence of watermark.
C. Collusion Attacks
In this attack, the goal of the attacker is same as for the active attack but the technique is a little different. In order to eliminate the watermark, the attacker uses a number of copies of the same data, holding each different watermark, to create a new copy which is not having any watermark. This is a difficulty in fingerprinting applications but is not the usually spread because the hacker should have access to a number of copies of the same data.
D. Forgery Attacks
In this attack, the hacker goal is that embedding a valid and new watermark rather than eliminating one. By doing so, it permits him to change the protected information as he wants and after that, re-implants a new given key to change the destructed (fragile) one, thus creating the corrupted image look like real.
Tamper Detection
Digital images not only provide forged information but also work as agents of secret communication. Users and editing specialists manipulate digital images with varied goals. Scientists and researchers manipulate images for their work to get published; medical images are tampered to misrepresent the patients" diagnostics, photo and yellow journalists use the trick for creating and giving dramatic effect to their stories, politicians, lawyers, forensic investigators use tampered images to direct the opinion of people, court or law to their favour and so on. Hence, distinguishing the original images from faked lots and establishing the authenticity of digital photographs have become some of the greatest challenges of the present time. Retouching, splicing, copy-pasting, cropping, cloning etc are some of the popular techniques used for image manipulations. In additions to these techniques there also exists a wide range of Steganographic methods those use this popular digital media for secret data transmission.
A. Tamper Detection Techniques
Digital image tamper detection techniques can be broadly classified into two groups such as active detection techniques and passive (blind) techniques. The active techniques require a pre-processing step and suggest embedding of watermarks or digital signatures to images so as to authenticate them. The major difficulty with this technique is that it requires the watermark to be embedded at the time of image capturing and for this; all digital cameras should have a standard inbuilt watermark. On the other hand, the passive detection techniques do not require pre embedding of any watermark or digital signatures to the images and hence are commonly used for the purpose of tamper detection in digital images.
1) Active Methods of Tamper Detection
Active tamper detection techniques due to their inherent limitation, though, are not as common as those of the passive techniques still these are considered to be most efficient image authentication methods and a lot of research has been done in this field. These active image authentication techniques are commonly classified into two categories: the first method uses a fragile watermark, which localizes and detects the modifications to the contents. While the rate of tamper detection is very high for these methods they cannot distinguish between the simple brightness, contrast adjustments and replacement or addition of scene elements. Increasing the gray scales of all pixels by one would show a big area of tampering by this method, even though the image content remains unchanged for all practical purposes [10] . The second method uses a semi-fragile watermarking, that only detects the significant changes in the image while permitting content-preserving processing.
The fragile watermark though has fine localization and protection properties but cannot differentiate forgeries such as addition or removal of parts of image, from the innocent image processing operations such as brightness or contrast adjustments. J. Fridrich [10] solves this problem through his new hybrid image authentication watermarking scheme that combines both the end.
fragile and a robust watermark. The hybrid watermark can be used to exactly locate alteration with distinguish forgeries from other innocent operations. This work is further improved and a secured hybrid method [11] is presented in by Deguillaume and Voloshynovskiy. Several researchers worked in these active tamper detection and authentication schemes and developed a number of fragile, semi-fragile, robust, public as well as private key based watermarks for copyright protection, authentication and tamper detection [12] [13] [14] [15] [16] out of which, some either failed to effectively address the problems or sacrifice tamper localization accuracy of the original methods while few of them were proved to be highly efficient and effective. However, the hierarchical digital watermarking method proposed by Phen et.al is a simple but efficient method that not only localizes and detects tampering but also is capable of tamper recovery with a little degradation to the image quality.
2) Passive Methods of Tamper Detection
The passive methods are regarded as evolutionary developments in the area of tamper detection. In contrast to the active authentication techniques these methods neither require any prior information about the image nor necessitate the pre embedding of any watermark or digital signature into the image. The underlying assumption that is the basis of these schemes is, though the carefully performed digital forgeries do not leave any visual clue of alteration, they are bound to alter the statistical properties of the image. The passive techniques try to detect digital tampering in the absence the original photograph as well as without any pre inserted watermark just by studying the statistical variations of the images [17] . Researchers of passive detection techniques generally focus on two types of passive methods, the copy-move forgery detection or cloning and splicing.
2.1) Cloning Detection
To clone or copy and paste a part of the image to conceal an object or person is one of the most commonly used image manipulation techniques. When it is done with care, it becomes almost impossible to detect the clone visually and since the cloned region can be of any shape and size and can be located anywhere in the image, it is not computationally possible to make an exhaustive search of all sizes to all possible image locations.
According to [18] , any Copy-Move forgery introduces a correlation between the original image segment and the pasted one which can be used as a basis for successful detection of this type of forgeries. Because the tampered image will likely be compressed and because of a probable use of the smoothing or other post processing operation, the segments may only match approximately not exactly. The authors give two different detection schemes: exact and robust matching those successfully detects duplicate regions in an image even when the images are post processed following a copy-paste. Methods based on blur movement invariants and DWT, SVD, PCA based sorted neighborhood approaches are suggested in [19] [20] [21] for robust detection of cloned regions in an image.
2.2) Splicing Detection Techniques
Digital splicing of two or more images into a single image is another commonly used image manipulation technique. When performed carefully, the borders between the spliced regions can be visually imperceptible. It is a popular way to distort the semantic content of an image so as to fool the viewer to misbelieve the truth behind a scene. Image splicing is a fundamental operation in image forgery and is characterized by simple cutand-paste operation that takes a part of an image and puts it onto either the same or another image without performing any post-processing smoothing operation such as edge blurring, blending to it. By Image tampering, it generally means splicing followed by the post-processing operations so as to make the manipulation imperceptible to human vision [22].
Literature Review
Xu Rui et al. (2013) [23] proposed that a multiple watermarking algorithm for texts mixed Chinese and English based on character encoding and attributes. This algorithm can provide a larger watermarking capacity, and meanwhile keep the watermarking information invisible. And then it also provides strong security and auto error correction ability to guarantee that the watermarking is not destroyed or tampered by other malicious attackers. It has strong concealed, which is difficultly detected by users, and the possibility to be destroyed is low. Watermarking information use MD5 for encrypt and improve the security. Use a key when watermarking embedding to further improve the watermarking security. Even if someone knows this algorithm, he still need crack key to obtain watermarking information. When watermarking embedding the second layer, each character can be embedded in two information bits that improves the watermarking capacity.
Chirag Sharma and Deepak Prashar (2012) [24] present a Watermarking Technique for Digital Media Content Protection and Copyright Protection. There are various methods that are available to watermark the information, DWT method which is very much robust to attacks rather than LSB for the protection of Digital Images. To find the Quality loss after the addition of watermark after applying different attacks on Watermarked Image, the more the quality loss will be there lesser will be the efficiency of watermarking. This technique is useful in insertion of watermark in such a way such that intruder cannot trace it easily and there is less quality of loss after the insertion of watermark inside the images. The performance of watermarking scheme is evaluated with common image processing attacks such as additive noises, filtering, intensity adjustment, histogram equalization, JPEG compression, Scaling and rotation.
Sarita Poonia et al. (2013) [25] proposed that a system in which the image is being safe by steganography and cryptography with watermarking so as to protect the information more easily. A combination of stegnography and cryptography algorithms with watermarking, which gives a strong backbone for its protection. The proposed system not only conceals large size of information within an image, but also limits the perceivable alteration that may happen in an image while processing it. This is an advantage over other information security systems because the secret text is in the form of images, which are not obvious text data carriers. Steganography, especially combined with cryptography and watermarking is a powerful tool which enables people to communicate without possible eavesdroppers even knowing there is a form of communication in the first place. It is also useful in communications for codes self error correction. It can embed corrective audio or image data in case corruption occurs due to poor connection or transmission. The proposed High secured system using cryptography, steganography and watermarking is tested by taking message and hiding them in some images of different sizes.
Vinod Mall et al. [26] proposed a new technique that could identify the block where structural tampering has been done. This technique automatically ignores the impact of safe changes in the digital image. This scheme is based on the unique feature of each image that is described by the hash function. he find the correlation coefficients of the original image and the tampered image with respect to a reference image and establish that the difference of these two correlation coefficients is significantly larger, hence exposing the tampering. He wanted to explore if even a very small structural tampering that might not be visually perceptible could be detected by some technique. Next he wanted to see if one could find out the area where the structural change was made. This could be done either by inserting some foreign structural content into the image or by deleting some information from the original image.
Geetanjali Sahu et al. (2013) [27] presents that Image forgery means manipulation of the digital image to hide or to remove some meaningful or useful information of the image. Recognition of manipulated image from the original one is very hard. One cannot easily identify the edited region from the forged Image. Hence, it is important to develop such a method which can identify the original image from the manipulated one. The detection of a tampering in image is driven to provide authenticity and to maintain integrity of the image.
Yong-Gang Fu et al. (2012) [28] proposed a novel asymmetric watermarking method that has a private watermark and a public watermark. Both the user side watermark and copyright owner's one are generated from the copyright owner's secret keys, and the watermark detection can be ended either by public watermark or the copyright owner's private one. Given the public watermark, it is impossible to guess or eliminate the embedded watermark.
Z. J. Xua, et al. [29] present a technology on image watermark is very important in the field of signal processing. The knowledge of image Watermark, as well as the DCT/IDCT had been introduced. A new digital watermarking encryption algorithm had been introduced which the watermarking information was based on the volume of the image. The watermark's embedding and extraction had been performed on two images. The length of watermark was decided by the number of rows of the original image. It was said that no mater how big the image was, the length of watermark would be always less than the size of the images. So the program had been validated available by the experiment. The phenomenon that the length exceeded had been avoided.
Minati Mishra et al. (2013) [30] present the two popular passive detection techniques, splicing and cloning. There exits many other techniques such as detection based on examining the lighting environment, camera feature based detections, studying the statistical and geometric properties. But interestingly the tamper detection techniques and the tampering techniques are evolving together.
Problem Statement
We found most of the existing technique work only on black and white of gray scale images. The existing watermarking techniques are efficient enough to localize the area of tampering efficiently. Existing techniques are not able to find out very small tampering on images.
Proposed Methodology
1. Take the original image (CI) and the reference image (WM). 2. Consider the image to be resized to N x N; (Original image CI having N value of pixel) 3. Divide the image in N overlapping blocks by convoluting the reference image (32x32).( blocks size can be varied ) 4. Image is to be changed into gray and double for 2-D image. 5. Compute low and high pass filter for decomposition and reconstruction. 6. Perform DWT on the original image to decompose it into four non-overlapping multireconstruction coefficient sets: Low_Low, Low_High, High_Low, High_High. 7. Perform DWT again on two Low_High1 and High_Low1 coefficient sets to get eight smaller coefficient sets and choose four coefficient sets: Low_Low1,Low_High1,High_Low1,High_High1. 8. Embed the image using above 2-level dwt coefficients. 9. Perform the inverse DWT (IDWT) on the DWT transformed image, including the modified coefficient sets, to create the watermarked original image. 10. If tempering is there to check it takes the Low_Low component of image from step 6 and for each of the N blocks, computation of correlation coefficients. 11. Hash vectors for different blocks used to get the elements of hash matrix. 12. The process is repeated for Gaussian blurred image and structurally tampered image and the corresponding hash matrices are calculated.
13. Tampering detection and localization is accomplished by finding the absolute difference between hash matrices corresponding to tampered and original image.
Conclusion
This paper present a survey on Digital Watermarking Technique, applications and problems related to watermarking. Digital Watermarking is more secure digital image watermarking and tampering detection approaches. We propose a new algorithm by combing both watermarking and tampering detection method. This new algorithm is more important for secure communication on internet. In frequency domain, the technique could be improved by embedding coefficients in different areas within the image and further more testing with varied embedding strength. The robustness property could be also improved by using different attacks to the image. In theory, cropping and rotating the image or changing the image format such as from jpeg to tiff file could be the possible attack to the watermarked image. It is concluded that watermarking and tampering detection method is very important for image authentication and for protection against attacks.
